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[bookmark: _Toc204172510][bookmark: _Toc199430632][bookmark: _Toc208216195]1. Introduction
Enpara Bank is unwavering in its commitment to uphold the highest standards of integrity and compliance across all its operations. This Financial Crime Risk Appetite Statement (FCRAS) delineates our comprehensive approach to preventing and mitigating financial crime, encompassing money laundering, terrorist financing, fraud, bribery, and corruption. This statement is designed to safeguard the Enpara Bank, its customers, shareholders, employees, and the communities we serve. This statement is an overview of our internally established Anti-Money Laundering and Combating Terrorist Financing Group Compliance policy and the related instructions.
[bookmark: _Toc204172511][bookmark: _Toc199430633][bookmark: _Toc208216196]2. Scope
This Statement is applicable to Enpara Bank, including contractors, and third parties acting on behalf of the financial institution. It encompasses all business activities and transactions conducted by Enpara Bank globally, ensuring a unified and robust approach to financial crime prevention.
[bookmark: _Toc204172512][bookmark: _Toc199430634][bookmark: _Toc208216197]3. Objective
The objective of FCRAS is to guide Enpara Bank in maintaining regulatory compliance, safeguarding its reputation, and managing financial crime risks effectively. The FCRAS outlines Enpara Bank’s tolerance for exposure to financial crimes including, money laundering, terrorist financing, fraud, bribery, corruption, sanctions, WMD, and other illegal financial activities.
[bookmark: _Toc204172513][bookmark: _Toc199430635][bookmark: _Toc208216198]4. Financial Crime Risk Appetite Assertions
Compliance with Laws and Regulations
Enpara Bank, strictly adheres to all applicable financial crime laws and regulations in the jurisdictions where we operate. This includes compliance with Anti-Money Laundering (AML), Counter Terrorist Financing (CTF), Sanctions, Proliferation of Weapons of Mass Destruction (WMD), Fraud and Anti-Bribery and Corruption (ABC) laws. Our commitment to legal compliance is unwavering, and we continuously monitor regulatory evolving requirements to ensure our policies remain effective and up-to-date.
Customer Due Diligence (CDD)
Enpara Bank conducts Customer Due Diligence (CDD) on all customers, in accordance with the requirements set forth in our formal policies and instructions. This process ensures that customer verification is based on reliable, independent source documents, data and information, so that the beneficial owner is identified. Additionally, ongoing due diligence is conducted on businesses. 
Additionally, Enpara Bank employs Enhanced Due Diligence (EDD) measures for high-risk customers. This process encompasses the identification and assessment based on four main components of a Risk Based Approach (RBA), which includes among others risks relating to; customer, product, delivery channel and jurisdiction/country risk, followed by periodic review and ongoing monitoring.
Transaction Monitoring
Enpara Bank, implemented an advanced systems and processes to monitor customer transactions for suspicious activity. These systems are designed to detect unusual patterns and behaviors that may indicate financial crime. Any suspicious transactions are promptly investigated and reported to the relevant regulatory authorities ensuring that we take swift and decisive action against potential threats.
Training and Awareness
Enpara Bank, provides regular training to all employees on financial crime prevention, ensuring they understand their responsibilities and the importance of compliance. Our training programs are designed to keep employees informed about the latest trends and techniques in financial crime, as well as the specific policies and procedures they must follow.
Internal Controls and Procedures
Enpara Bank, maintain strong internal controls and procedures to detect and prevent financial crime. This includes segregation of duties, regular audits, and independent testing of our financial crime controls. Our internal controls are designed to create multiple layers of defense against financial crime, ensuring that no single point of failure can compromise our security.
Reporting and Escalation
All employees are required to report any suspected financial crime activity. Enpara Bank has established clear reporting lines and escalation procedures to ensure a timely and effective response to potential financial crime incidents. Our reporting mechanisms are designed to facilitate the swift identification and resolution of issues, minimizing the impact of financial crime on our operations.
People
Enpara Bank expects staff to adhere to the principles contained in the QNB Code of Ethics and Conduct. The Code sets the expectations for all Enpara Bank employees in terms of values, code of conduct and business principles. The Code also covers all applicable laws and regulations that the employees should be aware of and comply with in the conduct of their daily business activities. 
Enpara Bank strives to be an employer of choice and recognizes that employees are an important asset in delivering on the Group’s vision and strategy. Enpara Bank is strongly committed to attracting, developing and retaining the best talent from the diversity our communities have to offer, and promoting the inclusivity, diversity and equality of our people. As part of talent management, Enpara Bank aims to ensure a pipeline of quality talent is identified developed and deployed across the Bank. This includes the provision of ongoing training and development as and where required. Enpara Bank prioritizes worker welfare including supporting fair and ethical labor practices. 
Enpara Bank fully respects human rights and ensures dignity and equality for all, regardless of a persons’ race, religion, gender, age or language. Enpara Bank continually and actively promote a culture of respect, equality and mutual trust across the Bank.
Risk Management
We have implemented a robust risk management framework to identify, assess, mitigate and monitor financial crime risks. This framework includes conducting regular risk assessments, updating our policies and procedures accordingly, and ensuring that all risk management activities are aligned with our strategic objectives. By proactively managing risks, we aim to prevent financial crime before it occurs.

Risk management is constrained through strict adherence to all applicable national and international laws and regulations and as allowed by the local legislation QNB Group’s policies. Enpara Bank has zero tolerance to:
· Activities considered illegal in any jurisdiction
· Activities that may lead to penalties, enforceable directions or the loss of required licenses to operate or the inclusion of conditions in those licenses
· Activities not compliant with sanctions programs applicable to QNB Financial Group’s operations
· Activities that are in contravention of the Anti-Money Laundering and Counter Terrorism Financing regulations
· Noncompliance of in scope Regulatory Frameworks and QNB Group Standards pertaining to compliance activities
· Activities that disregard the Financial Group’s policies and standards
· Breaches of regulatory requirements and the code of ethics
· Breach of QNB’s Corporate Governance Principles
· Products that contravene applicable laws and regulations
· Fraudulent and/or criminal activities
· Activities intended to evade tax obligations in any jurisdiction
· Activities, services or products that drive systematic poor outcomes for clients and an unacceptable level of Conduct Risk

In compliance with our regulatory requirements and/or our internal policies, Enpara Bank may decide, based on its sole discretion, legal obligations or risk appetite, to not support certain customer relationships or business activity even if it is legally permitted.

Clients
We do not assist or provide products and services to criminals and disguise the illegal origin of funds. Enpara Bank implemented a risk-based approach to combating financial crimes. Every customer is identified using reliable sources and any suspicious activities or transactions are escalated and reported to the relevant authorities in line with established policies. 
Enpara Bank has no appetite for clients who engage in any of the following: 
· Intentional or willful negligent breaches of law, regulation or policy applicable to Financial Crime 
· Repeated unintentional or repeated accidental breaches of law, regulation or policy applicable to Financial Crime Risk
· Using the account for the purpose of money laundering, terrorism financing and proliferation of weapons of mass destruction
· Misusing the account for the purpose of fraud or tax
· Facilitating business activities which could be construed as a tax offence
· Refusing to provide sufficient information or documentation to demonstrate compliance with the standards outlined in this Statement and related Policies
· Refusing to provide information or share details about their tax residency
· Refusing to provide information or share details about their identity and ownership structure
· Unethical form of gifts and/or hospitality that could influence decision making or to facilitate payments
· Any activities considered illegal or prohibited in any jurisdictions


Money-Laundering and Terrorism Financing
Enpara Bank is dedicated to preventing money laundering and terrorism financing. We understand the severe impact these activities can have on the financial system and society. Therefore, we have implemented robust policies and procedures to identify, prevent, and report any suspicious activities related to money laundering or terrorism financing. In addition, we apply CDD procedures that include formal searches against lists of known or suspected terrorists issued by competent authorities having jurisdiction over the relevant financial institution. Our policies comply with international standards and regulatory requirements, ensuring we uphold the highest levels of integrity and compliance.
All employees, contractors, and associated parties are required to adhere to these policies. This includes performing thorough customer due diligence, monitoring transactions for unusual or suspicious activity, and promptly reporting any findings to the relevant authorities. We also provide continuous training to ensure employees are equipped to recognize and address potential risks. By fostering a culture of vigilance and responsibility, Enpara Bank aim to protect our organization and support the global combat against financial crime.
To further strengthen our efforts, we have utilized advanced systems and technology to enhance our AML and CFT transaction monitoring capabilities. We ensure that our recordkeeping for all anti-money-laundering/terrorism financing-related documents are compliant with local regulatory requirements in the countries where we operate. Regular audits and reviews of our AML and CFT programs are conducted on annual basis to ensure their effectiveness and to adapt to evolving threats. We have also collaborated with regulatory bodies and industry experts to stay informed about the latest trends and best practices in combating financial crime. 
Sanctions and Proliferation of Weapons of Mass Destruction
Enpara Bank is committed to complying with all applicable sanctions laws and regulations, including those related to the proliferation of weapons of mass destruction (WMD). We have established a comprehensive sanctions compliance program that includes screening customers and transactions against relevant sanctions lists, such as those maintained by Türkiye, the United Nations Security Council (UNSC), the UK Office of Financial Sanctions Enforcement (OFSI), the European Union (EU), the United States Office of Foreign Assets Control (OFAC), and Qatar (any relevant official authorities), among others. Our program is designed to prevent the Financial Group from engaging in business with sanctioned individuals, entities, and countries, thereby mitigating the risk of financial crime and protecting our reputation.
Fraud
Enpara Bank takes a proactive approach to preventing and detecting fraud. Our fraud prevention framework includes robust internal controls, employee training, and advanced technology to identify and mitigate fraudulent activities. We conduct regular audits and independent testing of our fraud controls to ensure their effectiveness. Employees are encouraged to report any suspected fraud through established reporting channels, and all reports are thoroughly investigated. By maintaining a strong anti-fraud culture, we aim to protect our customers and the integrity of our financial systems.
Bribery and Corruption
Enpara Bank has a zero-tolerance policy towards bribery and corruption. We are committed to conducting business ethically and in compliance with all applicable Anti-Bribery and Corruption (ABC) laws. Our policy includes clear guidelines on acceptable business practices, employee training on recognizing and preventing bribery and corruption, and stringent internal controls to detect and prevent such activities. We also require all third parties acting on our behalf to adhere to the same high standards of conduct. Any suspected bribery or corruption is promptly investigated, and appropriate disciplinary actions are taken.
[bookmark: _Toc204172514][bookmark: _Toc199430636][bookmark: _Toc208216199]5. Financial Crime Risk Appetite
Enpara Bank’s financial crime risk appetite are based on four risk factors as follows:
· Customer Risk
· Country Risk
· Product / Service Risk
· Technology / Delivery Channel Risk

Refer to Appendix 1 for details of each risk factors.
[bookmark: _Toc204172515][bookmark: _Toc199430637][bookmark: _Toc208216200]6. Limits
The purpose of implementing limits is to establish a clear risk appetite and manage exposure to financial crime risks. These limits act as early warning indicators, prompting additional scrutiny or enhanced due diligence when thresholds are exceeded. These thresholds should be reviewed regularly and updated based on changes in the operating environment, regulatory expectations, and the evolving landscape of financial crime risks.
Refer to Appendix II for samples for which limits can be applied to

[bookmark: _Toc204172516][bookmark: _Toc199430638][bookmark: _Toc208216201]7. Governance
Enpara Bank’s Board of Directors and senior management are committed to the effective implementation of this policy. They provide oversight and ensure that adequate resources are allocated to financial crime prevention efforts. Moreover, as delegated by the board, prior approval of Compliance and Senior Management is mandatory for PEP customers or other customers from countries, businesses and products with the greatest risk of money-laundering/terrorism financing. Our governance structure includes regular reviews of our financial crime policies and procedures, as well as ongoing monitoring of our compliance with regulatory requirements.
[bookmark: _Toc204172517][bookmark: _Toc199430639][bookmark: _Toc208216202]8. Continuous Improvement
Enpara Bank is dedicated to continuously improving its financial crime prevention measures. We regularly review and update our policies, procedures, systems and controls to adapt to emerging risks and regulatory changes. Our commitment to continuous improvement ensures that we remain at the forefront of financial crime prevention, leveraging the latest technologies and best practices to protect our stakeholders.
[bookmark: _Toc204172518][bookmark: _Toc199430640][bookmark: _Toc208216203]9. Conclusion
Enpara Bank’s FCRAS reflects our unwavering commitment to maintaining a safe and secure financial sector environment. We aim to protect our stakeholders and uphold the integrity of the financial system. Our comprehensive approach to financial crime prevention ensures that we are well equipped to address the challenges of an ever-evolving threat landscape, safeguarding the trust and confidence of our stakeholders, customers and partners.
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	Financial Crime Risk Appetite Classification (as per QNB Group Risk Appetite Statement)

	Customer Risk
	Country Risk
	Product Service Risk
	New Tech/Delivery Channels

	Risk Type
	Due Diligence
	Risk Type
	Due Diligence
	Risk Type
	Due Diligence
	Risk Type
	Due Diligence

	Designated Person
	Prohibited
	Comprehensive Sanctions
	Prohibited
	Cross-Border Transfers
	EDD
	Internet & Mobile Banking
	Enhanced

	Internal Compliance Lists
	EDD
	FATF - Call for Action
	Prohibited
	Bill Discounting
	Standard
	Open banking / API 
	Enhanced

	Exchange Offices
	EDD
	FATF Monitored Jurisdictions
	Enhanced
	Bill Payments
	Standard
	ATM
	Enhanced

	Correspondent Banking
	EDD
	Offshore/ Tax Heavens
	Enhanced
	Business Credit Card
	Standard
	Call Centre
	Enhanced

	Virtual Assets Service Providers (VASPs)
	Prohibited
	QNB Country Risk (High & Very High)
	Enhanced
	Business Loan
	Standard
	Block Chain
	Enhanced

	Non-Profit Organizations (NPOs)
	EDD
	QNB Country Risk (Medium & Low)
	Standard
	Call Deposit Account
	Standard
	Digital Onboarding (Non F2F)
	Enhanced

	Payment Services & Electronic Money Institutions
	EDD
	
	
	Cash Deposit
	EDD
	
	

	DNFBP-Designated Non-Financial Businesses and Professions
	EDD
	
	
	Cash Withdrawal
	Standard
	
	

	Precious Metals Industry (Jewelry, Brokers. Etc.)
	EDD
	
	
	Cheque Deposit
	Standard
	
	

	Traders in Automobiles
	EDD
	
	
	Cheque Encashment
	Standard
	
	

	Non-Resident Customers
	EDD
	
	
	Credit Facilities
	EDD
	
	

	Private Banking
	EDD
	
	
	Crypto Assets 
	Prohibited
	
	

	High-Net Worth Individuals
	EDD
	
	
	Current Account
	Standard
	
	

	Politically Exposed Persons (PEP)
	EDD
	
	
	Debit Card
	Standard
	
	

	QNB Country Risk (Low & Medium)
	Standard
	
	
	Domestic Transfers
	Standard
	
	

	QNB Country Risk (High)
	EDD
	
	
	Donations
	EDD
	
	

	Gambling Business (Casino, Online betting, etc.)
	Prohibited
	
	
	Equity Release
	Standard
	
	

	Military Defense (Local)
	EDD
	
	
	Fixed Deposit Account
	Standard
	
	

	Military Defense (Foreign)
	Prohibited
	
	
	Foreign Exchange
	Standard
	
	

	Clubs (Sports, Social, Charitable, etc.)
	EDD
	
	
	Government Rent Payment
	Simplified
	
	

	
	
	
	
	In-House Pay Order 
	Standard
	
	

	
	
	
	
	Investor Transactions on Broker Accounts
	Standard
	
	

	
	
	
	
	Large Cash Movements
	EDD
	
	

	
	
	
	
	Life Insurance
	Standard
	
	

	
	
	
	
	Loan against deposit
	Standard
	
	

	
	
	
	
	Local Funds transfer
	Standard
	
	

	
	
	
	
	Medical Insurance
	Standard
	
	

	
	
	
	
	Merchant & E-Acquiring (POS)
	Standard
	
	

	
	
	
	
	Motor Insurance
	Standard
	
	

	
	
	
	
	Overdraft – Working Capital
	Standard
	
	

	
	
	
	
	Payroll Account
	Simplified
	
	

	
	
	
	
	Personal Loan
	Standard
	
	

	
	
	
	
	Prepaid Cards
	Standard
	
	

	
	
	
	
	Project Finance
	EDD
	
	

	
	
	
	
	Retail Credit Card
	Standard
	
	

	
	
	
	
	Savings Account
	Standard
	
	

	
	
	
	
	Standing Orders
	Standard
	
	

	
	
	
	
	Trade Finance
	EDD
	
	

	
	
	
	
	Treasury Operations
	EDD
	
	

	
	
	
	
	Vehicle Loan
	Standard
	
	

	
	
	
	
	Wages protection System (WPS)
	Simplified
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	Customer Risk Limits

	High-Risk Customer Exposure
	Set limits on the percentage or total volume of high-risk customers (e.g., politically exposed persons, high-risk industries) as a portion of the overall customer base.

	Geographic Exposure Limits
	Place restrictions on the percentage of customers or transactions originating from high-risk jurisdictions or regions subject to sanctions.

	Transaction Volume Limits for High-Risk Customers
	Implement limits on the volume or value of transactions allowed for high-risk customers, triggering enhanced due diligence when exceeded.

	Transaction Limits

	Single Transaction Limits
	Cap the maximum value for single transactions, with different limits for cash deposits, wire transfers, and international transactions.

	Daily/Monthly Transaction Limits
	Define maximum daily or monthly thresholds for transactions (either in volume or total value) for accounts or customer segments, with stricter limits for high-risk categories.

	Cross-Border Transaction Limits
	Impose caps on the volume or value of cross-border transactions, especially to or from high-risk jurisdictions.

	Product & Service Risk Limits

	Product Usage Caps
	Limit the exposure to specific high-risk products or services (e.g., private banking, PEPs, etc.) by restricting the percentage of the portfolio.

	Cash Transaction Limits
	Set limits on the percentage or volume of cash transactions for customers, particularly for those in higher-risk categories.

	Channel Risk Limits

	Non-Face-to-Face Transactions
	Limit the percentage of non-face-to-face or online-only transactions, as these are typically higher-risk than in-person interactions.

	Third-Party Payment Service Limits
	Set thresholds on the value and volume of transactions processed through third-party payment providers or payment facilitators.

	Correspondent Banking Relationships
	Cap the number or volume of correspondent banking relationships, particularly in jurisdictions with weaker AML/CFT controls.

	KYC/Onboarding Limits

	Onboarding Volume Limits for High-Risk Customers
	Set daily or monthly limits on the number or percentage of high-risk customers being on-boarded (e.g., private banking, PEPs, etc.)

	AML/CFT Program Limits

	AML/CFT Training
	Set annual targets for staff completion of mandatory AML/CFT training, with minimum acceptable percentages
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